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PROFESSIONAL SUMMARY
Senior M365, IAM & Privileged Access Management Engineer with 5+ years securing and automating identity and collaboration 
platforms across Exchange Online, Teams, SharePoint, Active Directory, and Microsoft Entra ID in hybrid enterprises. Expert in Zero 
Trust Conditional Access, MFA, privileged credential vaulting/rotation, JIT/JEA least privilege, and tenant automation via PowerShell 
and the Microsoft Graph API. Top-tier escalation for complex M365/identity incidents; delivers audit-ready evidence against SOX, PCI-
DSS, ISO 27001, NIST 800-53, HIPAA, and FERPA. CCSK certified; pursuing CISSP, MS-102, and CIAM.

PROFESSIONAL EXPERIENCE

Senior M365, IAM & PAM Engineer   |   SAM IT Solutions, Durham, NC Oct 2021 – Present
• Engineered the M365 tenant (Exchange Online, Teams, SharePoint, OneDrive) for 800+ users; designed mail flow/transport 

rules and anti-phishing/Safe Links security, and led a SharePoint Online migration for 300+ users with sensitivity-label and 
external-sharing governance.

• Architected Zero Trust Conditional Access with MFA, Intune device-compliance gates, and JIT/JEA enforcement via PIM-
gated roles; cut standing privileged access by 60% and identity-related incidents by 30%.

• Administered the end-to-end privileged account lifecycle (discovery, onboarding, credential vaulting/rotation, deprovisioning) 
across AD and Entra ID, reducing audit exceptions by 30%.

• Implemented and administered Enterprise Asset Management for a multi-billion-dollar company, governing the lifecycle of 
5,000+ hardware and software assets (discovery, inventory, compliance, decommissioning) integrated with Intune and the 
M365 tenant for unified, audit-ready visibility.

• Automated tenant and PAM operations via PowerShell and Microsoft Graph REST API — license assignment, credential 
rotation, stale-account remediation, and onboarding with logging and idempotent execution — eliminating 15+ hrs/week of 
manual work.

• Deployed Entra ID hybrid identity with on-prem AD sync; configured SAML 2.0/OIDC SSO for enterprise apps (including the 
Enterprise Asset Management platform and Cisco Duo), and integrated identity/PAM with SIEM alerting and ServiceNow 
ITSM.

• Deployed Microsoft Purview DLP, retention labeling, and eDiscovery holds across Office 365/Endpoint; served as 4th-level 
escalation, performing RCA and executing changes through ITIL-aligned CAB processes.

Governance, Risk & Compliance (GRC) Intern   |   CoreBTS, Remote, USA Mar 2021 – May 2021
• Conducted AD security assessments; remediated 12 entitlement gaps, built NIST/ISO 27001 risk registers, and produced IAM

audit evidence for external regulatory assessments.

Computer Networks Intern   |   Center for Railway Information Systems, Delhi, India Jan 2019 – May 2019
• Implemented a business continuity/failover plan for the Consolidated Ticketing Network, increasing data-transfer speed by 

10% and cutting incident response time by 25% for 1,000+ active users.

KEY PROJECTS & ACHIEVEMENTS
• PAM Credential Rotation & Onboarding Automation: PowerShell/REST automation suite for credential discovery, vaulting,

rotation, and workflow orchestration across 100+ privileged accounts with audit-logged, idempotent execution.
• Enterprise Asset Management Program: Stood up asset lifecycle governance for a multi-billion-dollar enterprise managing 

5,000+ assets, integrating discovery and compliance reporting with Intune and Entra ID.

EDUCATION
M.S. Information Technology & Management — University of Texas at Dallas May 2021
B.Tech. Information Technology Engineering — Manipal University Jaipur May 2019

CERTIFICATIONS & TECHNICAL SKILLS
Certifications:  CCSK v.5  |  Pursuing: CISSP, MS-102, CIAM, SC-900, MS-900
M365 & Identity:  Exchange Online, Teams, SharePoint, OneDrive, Entra ID, Defender (O365/Endpoint), Purview, Intune, PIM, 
Sentinel, Conditional Access
PAM & Asset Mgmt:  Delinea Secret Server & Privilege Manager, JIT/JEA, credential vaulting/rotation; Enterprise Asset 
Management — lifecycle governance & tracking (5,000+ assets)
Auth & Security:  SAML 2.0, OIDC, OAuth 2.0, RADIUS, TACACS+, LDAP/LDAPS, Kerberos, PKI, MFA, Zero Trust
Automation:  PowerShell, Microsoft Graph REST API, Python, Azure CLI, Git, Bash
Compliance & Tools:  SOX, PCI-DSS, ISO 27001, NIST 800-53/CSF, HIPAA, FERPA, GDPR, ITIL, RMF, FedRAMP; 
ServiceNow, NinjaOne RMM, Cisco Duo, Azure/AWS IAM


